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VirusTotal has updated its Privacy Notice and its Terms of Use effective July 18, 2024, You can view the updated Privacy Notice and Terms of Use.

C Reanalyze == Similar~  More v

/63
el
app.apk
Community an apk
Score
DETECTION DETAILS RELATIONS BEHAVIOR () TELEMETRY
Popular threat label © trojan.
Security vendors' analysis O
AhnLab-v3 Trojan/Android SmsSpy. 1188936
Avira [no cloud) ANDROID/SmsAgent YLW.Gen
Cynet Malicious (score: 99)
ESET-NOD32 Avariant Of Android/Spy.Agent. 8UB
Google Detected
KIGW Trojan (005a76541)
Microsoft Trojan:Android0S/SpyAgentV
Trustlook Android Malware.General (score:9)

ZoneAlarm by Check Point

(ORECARCRECHRRECANCRECRNCHECAR-REC IR AR AR CRE RN ]

Alibaba

Antiy-AVL

Avast

Baidu

BitbefenderTheta

cMe

escan

Gridinsoft (no cloud)

Krantivirus ©
Malwarebytes @
MaxSecure @
NANO-Antivirus @
QuickHeal @
Sangfor Engine Zero @
SUPERAntiSpyware @
Symantec Mobile Insight @
Tencent @
TrendMicro @
Varist @
VIPRE @
ViRobot @
Yandex @
Zoner @
Crowdstrike Falcon

Deepinstinct

Palo Alto Networks

SentinelOne (Static ML)

Trapmine

Bkav Pro

VirusTotal

Contact Us

Get Support

How It Works

ToS | Privacy Notice
Blog | Releases

HEUR:Backdoor.Android0S. Basdoor.c

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Community

Join Community
Vote and Comment
Contributors

Top Users
Community Buzz

Size Last Modification Date &
201M8 amoment ago
COMMUNITY
trojan Family labels esdoo t

D0 you want to automate checks?

Avast-Mobile @ Android:Evo-gen [Trl

BitDefenderfalx (@© Android Trojan. infoStealer.ABG

Drweb (@ Android.Spy.Lydia.s

Fortinet (@© Android/agent.8UBIt:

Ikarus (@ Trojan-Spy.Androidos.Agent

Kaspersky (@ HEeuRBackdoor.Android0s.Basdoor.c

Sophos (@ Andr/FakeApp-EX

WithSecure (@ Malware ANDROID/SmsAgent¥LW.Gen

Acronis (Static ML) @ uUndetected

ALvac © Undetected

Arcabit @ undetected

AVG @ undetected

BitDefender © undetected

Clamav © undetected

Emsisoft © undetected

GData © undetected @

Jiangmin © undetected

Kingsoft © Undetected

MAX @ Undetected

McAfes © Undetected

Panda © Undetected

Rising © undetected

Skyhigh (SWG) @ Undetected

Symantec © undetected

TACHYON @ Undetected

Trellix (FireEye) @ undetected

TrendMicro-HouseCall @ Undetected

VBA32 @ Undetected @

VirT () Undetected

Xcitium © Undetected

Zillya @ uUndetected

Alicloud

Cylance

Elastic

SecureAge
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Webroot

®

Tools Premium Services Documentation
API Scripts Geta demo Searching
YARA Intelligence Reports
Deskiop Apps Hunting AP |2
Browser Extensions. Graph Use Cases
Mobile App APIVE|v2 @
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Behavior Tags

Crowdsourced IDS rules

Matches rule (eth) truncated ethernet header at Snort registered user ruleset

misc-activity

Matches rule SURICATA STREAM Packet with invalid ack at Suricata

Generic Protocol Command Decode

Matches rule SURICATA STREAM SHUTDOWN RST invalid ack at Suricata

Generic Protocol Command Decode

Unique rule identifier:

This rule belongs to a private collection.

Network Communication

IP Traffic

TCP 142.251.173.188:5228

Behavior Similarity Hashes

VirusTotal Droidy

0185dfe1384f902861a9dd58ad202454

File system actions

Files Opened

/data/data/com.temptation.lydia/files/PersistedInstallation-673517689tmp
/data/data/com.temptation.lydia/files/PersistedInstallation. WORFRkFVTFRd+MTo0
NTE3NDA4M;jY1NzphbmRyb2lkOmFIOTEyODdkZGQ4Njk1NTgxZjJIMjA.json
/data/data/com.temptation.lydia/files/generatefid.lock
/data/data/com.temptation.lydia/shared_prefs/FirebaseHeartBeatWORFRkFVTFRd
+MToONTE3NDA4MjY1NzphbmRyb2lkOmFIOTEyODdkZGQ4NjkTNTgxZjJIMjA.xml
/data/misc/keychain/pins

Files Written

/data/data/com.temptation.lydia/files/PersistedInstallation-673517689tmp
/data/data/com.temptation.lydia/no_backup/com.google.android.gms.appid-no-
backup

Files Deleted

/data/data/com.temptation.lydia/files/PersistedInstallation-673517689tmp

v


https://www.virustotal.com/gui/search/behash%253A0185dfe1384f902861a9dd58ad202454

o /data/data/com.temptation.lydia/shared_prefs/FirebaseHeartBeatWORFRkFVTFRd
+MToONTE3NDA4MjY1NzphbmRyb2IkOmFIOTEyODdkZGQ4NjkTNTgxZjJIMjA.xml.
bak

Files Copied
/data/data/com.temptation.lydia/files/PersistedInstallation-673517689tmp

/data/data/com.temptation.lydia/files/PersistedInstallation. WORFRkFVTFRd+MToONTE3NDA4M;jY
TNzphbmRyb2IkOmFIOTEyODdkZGQ4Njk1NTgxZjJIMjA.json

Process and service actions

Permissions Checked

com.google.android.c2dm.permission.SEND
com.google.android.gms

Shell Commands
e SU
Services Opened

« com.google.android.partnersetup.RIzPingIntentService
(com.google.android.partnersetup)

Activities Started
« com.temptation.lydia.aapp (com.temptation.lydia)

Modules loaded

Invoked Methods

android.net.NetworkinfoSState.values
com.temptation.lydia.main._globals
com.temptation.lydia.main.initializeProcessGlobals
com.temptation.lydia.starter._service_create
com.temptation.lydia.starter._service_start

Highlighted actions
Calls Highlighted

« android.telephony.TelephonyManager.getNetworkOperatorName
« android.util.Base64.encode

Encoding Algorithms Observed
o baseb4
Decoded Text

o 1:45174082657:android:ae91287ddd8695581f2e20
f



[DEFAULT]

Dataset actions

System Property Lookups

config.disable_media
debug.force_rtl
debug.layout
debug.second-display.pkg
gsm.operator.alpha
persist.sys.timezone
viewroot.profile_rendering

Shared Preferences Sets

fire-count

1

last-used-date

2024-04-17
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